
	AMAJUBA DISTRICT MUNICIPALITY


             CODE OF GOOD PRACTICE

                  SECURITY AND ACCESS CONTROL POLICY
1.
INTRODUCTION

The mission of Amajuba District Municipality is to protect persons in the working environment, assets and information belonging to and under the care of the municipal government, through the development and implementation of a Security and Access Control Policy. 

2.
PURPOSE
The purpose for access control management is to enhance the personal safety of Honourable Councillors, Officials and visitors and to safeguard both municipal and privately owned assets. The implementation of access controls must be balanced with the municipality’s value of being a public service domain.
All Managers and Supervisors will ensure that all personnel, assets and information under their control are safe and secure at all times and that the relevant procedures are adhered to.
3.
ACCESS CONTROL
All new Councillors and employees or visitors to be referred to the Security Officer to be registered on the access control system. Temporary Access Control privileges may be given to contractors, guests or volunteers.

The Security Officer shall also routinely verify that access privileges for contractors, guests, vendors, or volunteers are still justified for municipal business purposes. If access control is no longer appropriate, the Security Officer shall deactivate access control system.
The HR Section to notify by email the Security Officer when employees resign to de-activate or when new employees join the municipality to grant them access to municipal property and to ensure the access control system database remains up-to-date.
Upon non-employees of the Municipality end their contract term or completion of business the respective department head to inform the Security Officer to de-activate access to the municipal properties.

3.1
Access Records

Maintain accurate records of all access control transactions. 
Transaction access records shall be forwarded to the Directors on a monthly basis and these records may also be subject for audit purposes.  Ad-hoc transaction access records can be forwarded to the Head of departments on request.

3.2
Retrieval of Access Records from Server
Access Records to be retrieved from the server with the allocated password and saved on a memory stick.  Thereafter the records are to be saved on the computer. 
4.
SECURITY CONTROL AND REPORTING

Security policies, procedures and standards to be maintained throughout the Municipality and timely dissemination of instructions and the reporting of incidents be made to the Director/Deputy, Corporate Services/Property Manager. 

4.1
Entrance and Exit Doors

All exterior doors designated for public entry to buildings will remain unlocked during the standard business hours of the facility. Interior doors to offices and passageways will remain locked during normal business hours.  Interior doors are secured by means of mechanical and/or electronic locking mechanisms which can be opened via the Access Control System.

 

The Property Manager/Security Officer are responsible via the automated access control system to control facility access including locking and unlocking access to facilities during designated hours.  

The performance of physical security duties of access control are performed by the Security Services and assisted by the Security Officer.

Searching of vehicles at exits should be executed on a random basis.

4.2
Visitor Access
 
Access for the public to buildings must be controlled, and preferably only one route of access should be made available.

Visitor’s registers must be implemented at all municipal sites and buildings and record must be kept of all members of public entering municipal buildings/premises.

Access may only be granted to persons with a valid reason to be on the premises.

The Front lobby doors shall be the only publically accessible points of access to the Municipal Building. Should a visitor need further access to any part of the municipal building, the receptionist may call the individual they are visiting and gain access from that individual. Because all doors will be secured at all times it is not required that visitors be escorted throughout secured areas, however, staff should make every attempt to meet a visitor at a secured door and escort them to the meeting point as it promotes good customer service and security.

4.3
Contractors
 
Contractors who need access to areas of the building to perform work or maintenance must check in with the department to whom they report. The Property Manager/Maintenance Officer and General Worker Maintenance will be responsible for access and exits of Contractors. 

4.4        Firearms

Apart from the exceptions mentioned below no person (personnel included) may have a firearm or a dangerous weapon in his/her possession in a building or office or on premises occupied by the Municipality.

Exceptions may include the South African Police Service or South African National Defence Force.

5.
SYSTEM MAINTENANCE
The IT Section will be responsible for all system maintenance and troubleshooting, as well as for the access level setup and system configurations (creating/modifying access levels, setting of dates, time zones, holidays etc.).

The IT Section will be responsible for coordinating with contractors for maintenance and troubleshooting of the access control system.  This includes functions such as system monitoring, testing, system interface and connectivity.

All installations or changes to access control systems and equipment shall be performed by or overseen by the IT Section, under an approved work order or building project contract.

6.
PROVISION OF PRIVATE SECURITY PROTECTION SERVICES TO COUNCILLORS 
6.1 There is a need for the municipality to provide personal protection service to Council Office Bearers allocated protection by legislation.

6.2 There is a need from time to time which arises and may arise in future to provide protection service to other Councillors in accordance with legislation which may not necessarily be allocated automatically the personal protection service by legislation.

6.3 This policy will be used as the guide in cases where personal protection is provided through private security protection services for Councillors.

6.4 Personal protection is provided to avoid security threats and mitigate risk to life of Councillors where required.

6.5 This protection must be provided in such a manner that Personnel and service providers providing personal protection are trusted by the Person protected to eliminate threats to his/her life.

6.6 To achieve this, it is required that Management invokes regulation 36 of MFMA SCM regulations to appoint a service provider for a period not exceeding 6 months while the full SCM process is undertaken.  
6.7 This will be done in this way due to the sensitive nature of the personal protection service.
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